
SETTLEi\JEXT AGREE:.\IE~T A~D CO~SENT ORDER 

C0-2023-0019 

ACI \YORLD\\.IDE CORP . 
..\CI P..\Y)IE~TS, L~C. 

'WHEREAS. ACI Payments. Inc. is a Delaware corporation \\·ith headquaners located in 

Elkhorn. 1 ebraska and assigned an >.,.MLS identifier munber of 936777 ("'A.Cl Pa)meur ''). ACI 

Payments is a \\'holly owned ubsidiary ofACI Worldwide Corp .. a Nebraska corporation ("ACI 

Co1p. "). A.Cl Corp. ha~ di.iect and or indirect conrrol over ACI Payments and shares imegrared 

services involving infonuotion technology ("IT') and other operational aspects of the enterprise 

pursuant to intercompany agreements. For pmposes herein. ACI Payments and ACI Co1p. shall 

be collectively refeffed to a " . ..\CI". 

\VHEREAS. the States of Alabama. Alaska. Arizona. Arkansas. California. Connecticut. 

Dela,,·are. Florida. Georgia. Hawaii. Idaho. Illinois, Iowa, Kansas. .Maine. Maryland. Michigan. 

~l innesota. ~lississippi. Nebraska. NeYada. New Hampshire, New Jersey, '.\Tew Mexico. ~ew 

York. ::"\orth Carolina. ::"\orth Dakota. Ohio. Oklahoma. Oregon. Rhode Island, South Carolina. 

South Dakota, Tennessee, Texas. C'tab. Vennont. Washingtou. West Vi.i·ginia. the 

C'ommon"·ealths of Kentucky, Pennsyh·ania, Puerto Rico. and \ irgmia. and the District of 

Columbia (individually. a ··Pm1icipating State." and collectively. the "Participating States") haYe 

each agreed. througll its respective state money transmission regulato1y agency. to negotiate and 

enter into rh1s Settlement A2reement and Consent Order (hereinafter referred to as the 

··.-\greement'· or ··order..). 

\''HERJ:AS. the state money transmission regulators of the Participating Stares 

(hereinafter referred to individually as a "State Money Trausmissiou Regulator.·· and collectiYely 

as the "State l\foney Transmission Regulators'') are respectiYe members of the C'ouference of 

State Bank Supervi ors ("'CSBS'') and the ~foney Transmitter Regulators Association 

("MTR-\'') and haw agreed to addre enforcement concerns with A.CI iii a collecti,·e and 

coordinated manner. working through the Multi-State MSB Examination Taskforce ("N1MET"). 

The State >loney Transmission Regulators and ACI are collectiYely referred to herein as the 

("'Pa1t ies.") 

\VHEREA.S. ACI Payments is licensed as a money transwi11er under the respective laws 

of each Participating State. 



'\VHEREAS. the Speedpay bill payment solution is marketed as an electronic platform 

providing electronic bill presentment and payment services. including allowing for one-time and 

rectming billing and payment processing capabilities (the "Speedpay Platfonn"). ACI Corp. 

acquired the Speed pay Platform in May 2019 "·ith a t,vo-year transition services agreement with 

the previous owner of Speedpay. Speedpay was subsequently merged into ACI Payments. 

Commencing March L 202 1. AC! assumed IT responsibility for suppo1ting and maintaining the 

Speedpay Platfonn. At the time of this transition, the Speed pay Platform was still hosted in the 

previous owner's IT environment with ce1tain services still provided by legacy vendors. These 

legacy vendors were in place prior to the purchase of the Speedpay Platform and were retained by 

AC! as part of the ownership transition and continued to suppo11 both the production and testing 

environments. The State Money Transmission Regulators contend that these legacy vendors. at 

the time of the transition and thereafter, vvere not adequately integrated into ACI ' s risk and 

compliance framework. specifically with identifying the risk category each represented, so as to 

ensure that the defense protocols at AC! were properly tracking rheir activities as it related ro 

supporting the Speedpay Platform. 

\VHEREAS. a large U.S. residential mortgage lending and se1v1cmg company (the 

"M01tgage Company"), utilizes the Speedpay Platfonn for payment processing se1vices as it 

relates to its residential mortgage servicing actiYities. Specifically, ACI. as a vendor for the 

Mortgage Company, regularly processes mortgage payments for ce11ain mortgage borrowers 

whose loans are being serviced by the Mortgage Company. ACI creates Automated Clearing 

House ("'.-\CH") files used to facilitate bill paymem for those bonowers and remitting the debited 

fimds to the Mo11gage Company's bank account and remitting credited funds to boITowers ' bank 

account. 

\VHEREAS. on or about April 23, 2021. ACI conducted testing to optimize the Speedpay 

Platfo1111's .-\CH processing code ro increase the rate at which .-\CH files were generated for 

production through the Speedpay Platfonn for the Mo11gage Company (the «speedpay 

Optimization Project"). To accomplish the Speedpay Optirniwtion Project. A.Cl' s testing 

methodology required the use ofcustomer information previously obtained through its processing 

of debit and credit transactions for the Mortgage Company. The Stare Money Transmission 

Regulators determined that, during the Speedpay Optimization Project, the legacy vendors' 

circumvention of internal data security controls and a lack of segregation between internal 



production and testing environments resulted in 1,432,821 ACH debit and credit entries to be 

uninrentionally and erroneously sent to the ACH r etwork. These entries related to 478.568 

customer borrowers of the Mortgage Company and reflected a total dollar value of 

$2.389.173.559.05 (the "Money Transmission Instruction Effor"). 

\VHEREA.S. on becoming aware of the Money Transmission Instruction Error, the State 

Money Transmission Regulators, as coordinated by the ~if.MET, conunenced a multi-state money 

transmission investigation ro cover all aspects of this incident. including investigating the facts 

and circumstances surrounding the incident. evaluating consumer impact, analyzing the root cause 

of the incident. evaluating remedial steps taken by ACI. and investigating other matters associated 

therewith (the "Multi-State Investigation"). The Multi-State Investigation was conducted by the 

State Money Transmission Regulators from the states of Arkansas, Ma1yland, Michigan. and 

Texas. The Multi-State Investigation ofACI was conducted pursuant to their respective statutory 

authoriries, and in accordance with the protocols established by the Protocol for Performing 

Multi-State Examinations as well as the 1 c1tionwide Cooperative Agreement for MSB Supervision 

(collectively the '·CSBS/MTRA Protocol and Agreement"). 

\VHEREAS. ACI became aware of the Money Transmission Instruction Error the mo ming 

ofthe day following the submission of the erroneous files and took inunediate steps with the intent 

to reverse the erroneous debits and credits to minimize the impact of Money Transmission 

Instrnction Error on consumers and to ensure a similar incident could not occur in the future. ACI 

represented to the State Money Transmission Regulators during the course of the investigation that 

although these credits and debits were reflected on the consumers ' respective accounts. the steps 

taken to reverse the erroneous debits and credits. resulted in approximately 99.998% of the 

erroneous debit entries being offset before any funds moved from consumer accounts. By the end 

of May 2021. all of the accounts impacted by erroneous debit entries were represented by ACI to 

have received offsetting credit entries. The remaining impacted customer accounts contained 

credits of ACI's funds that were deposited into consumers ' accounts as pc1rt of rhe process of 

reversing the erroneous debits. As of the end of August 2021, this credit balance was 

approximately S2.9 million. Although the full indirect consumer impact is undetermined as of the 

Effective Date of this Agreement. the Multi-State Investigation identified approximately 2.710 

consumers that reported to the Mortgage Company that they had experienced financial harn1 as a 

result of the Money Transmission Instruction En-or. 

https://2.389.173.559.05


,,iHERE.AS, shortly after ACI became aware of the Money Transmission Instrnction 

Error. ACI investigated all of its server settings and prevented communication between all 

applicable production and testing/quality assurance servers. ACI also conducted an internal review 

of.ACI's Third-Party Risk Management (TPRl\.1) program and identified opportunities to improve 

the program approach and enhance program methodology. ACI has implemented those 

improvements and enhancements. Finally, during the Multi-State Investigation, ACI represented 

to the investigation team that it has implemented and is in the process of implementing additional 

safeguards to prevent duplicate transactions from being processed and has put a hold on any 

transfers of production data from the production databases to a testing/quality assurance 

enviromnent. 

\VHEREAS, the Multi-State Investigation determined that the Money Transmission 

Instruction Enor was possible due to significant defects in ACI's privacy and data security 

procedures and technical infrastrncture supporting its licensed activity. Specifically. it was 

dete1mined that while at the time of the Money Transmission Instrnction Error. ACI maintained 

relatively detailed enterprise risk management framework, including third-party risk management 

policies and procedures, and that ACI managers maintained a level of oversight related to vendors 

supporting the Speed pay Platfonn, the level of supe1vision and training of those vendor personnel 

and sysrem controls did not ensure that (l) these vendors followed required policies. procedures 

and practices. such as sending production database requests to the conect group a11d validating 

that the databases were scrnbbed and (2) that there were sufficient technological safeguards to 

enforce the forgoing policies and procedures. 

" 'HERE.AS. the State Money Transmission Regulators and AC'I enter into this Agreement 

with the understanding that the State Attorneys Generals have entered or will enter into an 

Assurance of Voluntmy Compliance (the "AG AVC") in coordination with this Agreement. 

\VHERE.AS, certain terms and conditions are contained in the AG A VC and in this 

Agreement. Notwithstanding the coordinated nature of the two settlements, to the extent that the 

tenns and conditions contained in this Agreement conflict with any provisions of the AG A VC, 

the terms and conditions of this Agreement shall control. 

\VHERE.AS, by reciting in this Order information about the AG A VC, the State Money 

Transmission Regulators are not asserting independent jurisdiction or authority to enforce the AG 

A VC. unless otherwise authorized to do so under any applicable state or federal law. rnle. or 
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regulation. 

\VHEREAS. ACI enters into this Agreement solely for the purpose of resolYing disputes 

with the State ~1oney Transmission Regulators. including concerning the conduct described herein 

related to the Money Transmission Instruction Error. and neither admits nor denies that it violated 

the laws of the Patticipating States. ACI acknowledges that the State Money Transmission 

Regulators have and maintain jurisdiction over the underlying dispute. including all matters 

refe1Ted to in these recitals. and therefore have the authority to folly resolve the matter. 

\VHEREAS, ACI acknowledges that the State Money Transmission Regulators are 

relying. in part. upon A.Cl's representations and wmrnnties stated herein in making their 

dete1minations in this matter. ACI further acknowledges that this Agreement may be revoked and 

the State Money Transmission Regu lators may pursue any and all remedies available under the 

law against ACI, if the State Money Transmission Regulators later find that AC! knowingly or 

willfully withheld information from the State Money Transmission Regulators. 

'WHEREAS. the State Money Transmission Regulators have legal authority to initiate 

administrative actions based on the conduct described herein related to the Money Transmission 

Instrnction Errnr. 

\VHEREAS. the intention of the State Money Transmission Regulators in effecting this 

senlemem is to resolve the operational and IT concerns and violations related to ACI's licensed 

activities, including those described in in these recitals. and to close the Multi-State Investigation 

as it relates to the Money Transmission Instruction En-or. The State Money Transmission 

Regulators reserve all of their rights. duties, and authority to enforce all statutes, rules. and 

regu lations under their respective jurisdictions against ACI regarding any money transmission 

activities outside the scope of this Agreement. Additionally, a State Money Transmission 

Regulator may consider this Agreement and the facts set forth herein in connection with. and in 

deciding. any examination. action. or proceeding under the jurisdiction of that State Money 

Transmission Regulator, if the basis of such examination. action. or proceeding is not a direct 

result of the specific activity identified herein: and that this Agreement may. if relevant to such 

examination, action or proceeding. be admitted into evidence in any matter before a State Money 

Transmission Regulator. 

'WHEREAS. AC! hereby knowingly. willingly, voluntarily, and in-evocably consents to 

the entry of this Order, which is being entered pursuant to the authority vested in each State Money 



Trnnsmission Regulator and agrees that it understands all of the tenns and conditions contained 

herein. ACI acknowledges that it has full knowledge of irs rights to notice and a hearing pursuant 

to the laws of the respective Panicipating States. By voluntarily entering into this Agreement. ACI 

waives any right to notice and a hearing, and review of such hearing. and also herein waives all 

rights to any other judicial appeal concerning the terms, conditions, and related obligations set 

fo1th in this Agreement. ACI further acknowledges that it has had an opportunity to consult with 

independent legal counsel in connection with its waiver of rights and with the negotiation and 

execution of this Agreement, and that ACI has either consulted with independent legal counsel or 

has knO\Yingly elected not to do so. 

\VHEREAS. ACI represents that the persons signing below are authorized to execute this 

Agreement and to legally bind ACI Payments and ACI Corp. respectively. 

\VHEREAS. in that the Parties have had the opportunity to draft, review and edit the 

language of this Agreement, the Parties agree that no presumption for or against any party arising 

our ofdrafting all or any part of this Agreement will be applied in any action relating to, connected 

to. or involving this Agreement. Accordingly, the Parties agree to waive the benefit of any State 

statute. providing that in cases of uncertainty. language of a contract should be interpreted most 

strongly against the pa1ty who caused the uncenainty to exist. 

NO\-V. THEREFORE, this Agreement having been negotiated by the Panies in order to 

resolve th~ issues identified herein related to the Money Transmission Instruction Error. without 

incurring the costs. inconvenience and delays associated with protracted administrative and 

judicial proceedings, it is by the State Money Transmission Regulators listed below, as coordinated 

through the CSBSt.MTRA Protocol and Agreement, hereby ORDERED: 

I. JliRISDICTION 

l. That pursuant to the licensing and supe1vision laws of the Participating States, the 

Participating States have jurisdiction over ACI as described herein and may enforce the terms of 

this Agreement thereon unless otherwise stated in this Agreement. 

II. RISK AND COJ'\1IPLIA CE PROGRA:\iIS 

1. A.CI Corp. , nuder the supervision of its board of directors (the "Board of Directors' ')_ shall 

maintain at all times an Ente1prise Risk Management Program (''ERMP") to identify. measure. 

monitor and control risk. The ER.MP shall include the requisite policies and procedures to 



effectively address .-\Cl's activities with specific attention to applicable State and Federal laws and 

regulations. The ER.MP includes the privacy strategy and framework (the ''Information Security 

Program··) and cybersecurity strategy and framework (the ··c ybersecnrity Program") and shall at 

all times be tailored to the nature. size. complexity, and risk profile ofAC!. The ERMP shall also 

include customary strategic planning as undertaken by management and overseen by the Board of 

Directors and a Compliance Management System ("C:MS") which complies with all the relevant 

requirements set forth by the Consumer Financial Protection Bureau. 

2. Srajf Training. ACI shall maintain at all times a comprehensive training program to ensure 

that all relevant staff engaged in A.Cl' s money transmission business are aware of and receive 

regular training: on. ACI's policies and procedures and updates thereto. as they relate to Consumer 

Information that AC! uses to move funds to or from an individual' s financial accoum(s). whether 

in paper. electronic, or other form. that is handled or maintained by or on behalf of ACI, and 

affiliate of ACI, or a Third-Party Vendor thereto, and each employee' s job function. ''Consumer 

Infonnation'· has the same meaning as "customer infonnation" as that term is defined in 16 C.F.R. 

3 l-+.2(d). ''Third-Pa1ty Vendor" means a person or entity that is engaged by ACI to process or 

assist in the processing of consumer payments. 

3. I11remal Aud;,. The Board of Directors shall maintain at all times an internal audit program 

tluollgh a dedicated Internal Audit Depaitment ("IAD"). The IAD shall report directly to the Board 

or the Board's .Audit Committee, so as to provide the Board of Directors with independent and 

objective infonnation as to whether major business risks are being managed appropriately and 

whether the company' s risk management and internal control fi:amework is operating effectively. 

4. lvfo11iror and Review ofACH Entries. ACI must utilize at all times processes to monitor and 

reconcile all ACH entries submitted to the Originating Deposito1y Financial Institution ("ODFI"') 

to ensure the accuracy and integrity of such entries. Controls shall include the prevention of 

duplicate ACH files from being processed by the ODFI and address potentially duplicative ACH 

files in a timely matter. AC! shall also perform daily reviews ofACH files to reconcile the ACH 

files sent to the ODFI with the information provided to ACI by the ODFI. 

5. Production Srsrem Segregm;o11 and rhe Use of Consumer b ,for111orio11. With regard to its 

sofnvare and orher rechnological programs and products, ACI shall ar all times require that its 

production environment, either logic~lly or physically. is separate from its development and test 

environments. For a period of five (5) years. when testing ACI software or systems ACI must use 



only Synthetic Data. meaning data that is artificially manufactured. rather than generated by real­

world transactions. Synthetic Data is not to be traceable to any specific Consumer Information and 

is used to protect Consumer Information from inadvertent or unauthorized disclosure. use. or 

access. The Qualified Individual(s). as described in further detail below, may permit an exception 

to the requirement in the prior sentence on! y if the Qualified Individual detem1ines that (a) it is not 

reasonably practical to obtain rigorous and reliable results from a given test without using data that 

reflects tl1e srrncrure, volume. specificity, and diversity of Consumer Information. and (b) such 

Consumer Information is subject to documented controls, as approved by a Qualified Individual, 

to ensure it is handled. processed. and disposed of in a secure manner and in conformity with the 

obligations in this Agreement. If the Qualified Individual grants an exception under tllis paragraph. 

the decision must be documented in writing and include the following items: the purpose and 

nature of the test: the date on which the test will be performed: a description of the specific dataset 

to be used in the test: and the reason(s) why Synthetic Data could not have reasonably been used . 

ACI agrees that, for a period of five (5) years, it will produce all documents relating to the granting 

of any exception to this paragraph upon request by any State Money Transmission Regulator. 

6. P rime_,· Srrategy n11d Frm1u_:,11•ork - Dara Processing. As part of the ER.\IIP, ACI shall 

maintain at all times a p1ivacy strategy and framework reasonably tailored to address specific 

privacy and security risks associated with use of Consumer Information and appropriately 

informed by national, and industry standards and guidelines. 

7. The Information Security Program shall have the following core objectives: (1) to ensure the 

security and confidentiality of Consumer Information; (2) to protect against any reasonably 

anticipated threats or hazards to the security or integrity of such information; and (3) to protect 

against unauthorized access to or use of such information that could result in substantial harm or 

inconvenience to any consumer. In furtherance of these objectives the Information Security 

Program shall at all times include the administrative, technical, and physical safeguards applicable 

to Consumer Information. Thus, the Information Security Program shall be written in one or more 

parts readily accessible to the relevant staff engaged in A.Cl 's money transmission business and 

shall contain administrative. technical. and physical safeguards that are appropriate to A.Cl' s s ize 

and complexiry. the nature and scope of ...\Cl's activities. and the sensitivity of Consumer 

Information at issue. 

8. ACI shall maintain at all times the ERMP to define and facilitate performance of roles and 



responsibilities for personnel implementing. managing. and overseeing tl1e effectiveness of the 

Information Security and Cybersecurity Programs to ensure accountability: and proYide adequate 

resources and appropriate authority and access to the Board ofDirectors. This ERMP governance 

structure shall a1ticulate clear responsibilities and lines of reporting and escala1ion. ACI shall 

maintain at all times a risk program and maintain processes to oversee the design. implementation, 

and effectiveness of the ERNIP. 

9. As pan of the ERMP, ACI shall evaluate the cyber, privacy and data processing risk and 

corresponding compensflting controls, presented by the people. processes, technology, and 

underlying data that support each identified function, activity, product, and service. ACI shall then 

identify and assess the existence and effectiveness of controls to protect against rhe identified risk 

to inform A.Cl' s approach to cyber. p1ivacy and data processing risk. Protection mechanisms 

should include avoiding or eliminating risk by not engaging in an identified activity or risk 

mitigation through controls or sharing or transferring the risk. Additionally, ACI' s risk and control 

assessments should consider, as appropriate. any cyber. privacy and data processing risks ACI 

presents to others and the financial sector as a whole. 

10. As part of the ERJ\1P. ACI shall maintain at all times systematic monitoring processes to 

receive, analyze. respond to relernnt reports of Security Events disclosed to the organization from 

internal and external sources and periodically evaluate the effectiveness of identified controls. This 

process should ensure the root cause of such Security Events are identified and reasonably 

remediated. Those engaged in testing and auditing functions under the Infonnation Security 

Program should be appropriately independent from the personnel responsible for implementing 

and managing the I11formatio11 Security Program. "Secmity Evenr·· means any compromise by ( 1) 

unauthorized access. (2) unauthorized use, or (3) inadvertent disclosure, that impacts the 

confidentiality. integrity. or availability of any Consumer Information held or stored by ACI or 

any Third-Pa1iy Vendor. including but not limited to a data breach as defined by the laws of any 

Participating State. 

11. As part of the ERMP. ACI shall revie\,. the pnvacy and cybersecurity strategies and 

frameworks regularly and when events warrant to address changes in cyber. privacy and data 

processing risks, allocate resources. identify. and remediate gaps, and incorporate lessons learned. 

12. To maintain the ERMP, ACI shall: 

a. Designate one or more qualified individual(s) responsible for overseemg. 



implementing. and enforcing the Information Security Program and Cybersecurity Program (for 

purposes herein. a " Qualified Individual"). Given rhe size. operational complexity. and overall 

risk profile of ACI. each Qualified Individual shall be retained by ACI Cor . and have the 

authority, responsibilities. and duties commonly understood for their position. and in accordance 

with the expected role of this position given a business enterprise having the size. operational 

complexity, and overall risk profile of ACI. Each Qualified Individual shall directly deliver 

reports. make presenrarions. and shall have rhe authoriry to unilaterally escalate issues to the 

appropriate ACI Board of Directors. the appropriate committee(s) of the Board of Directors. and 

the appropriate members of senior management. Additionally. each Qualified Individual shall 

have the requisite background. experience. and skillset necessary to fulfill the duties of this 

position; 

b. Base the Information Security Program on a risk assessment that identifies reasonably 

foreseeable internal and external risks to the security. confidentiality. and integrity of Consumer 

Information that could result in the unauthorized disclosure, misuse. alteration. destruction. or 

other compromise of such information. ACI shall periodically perform additional risk 

assessments that reexamine the reasonably foreseeable internal and external risks to the security. 

confidentiality. and integrity of Consumer Information that could result in the unauthorized 

disclosure. misuse. alteration. destruction. or otller compromise ofsuch infonnation, and reassess 

the sufficiency ofany safeguards in place to control these risks. A risk assessment shall be written 

and shall include: 

1. Criteria for the evaluation and categorization of identified security risks or 

threats ACI faces; 

11. Criteria for the assessment of the confidentiality, integrity. and aYailability of 

ACI's information systems that contains Consumer Infonnation or that is connected to a system 

that contains Consumer Information and including the adequacy of the existing controls in the 

context of the identified risks or threats ACI faces; and 

111. Requirements describing how identified risks will be mitigated or accepted 

based on the risk assessment and how the Information Security Program will address the risks. 

c. Design and implement safeguards to control the risks ACI identities through the risk 

assessment. including: 

1. Maintaining at all times and periodically reviewing access controls, including 



technical and. as appropriate, physical controls to ( 1) authenticate and permit access only to 

authorized users to protect against the unauthorized acquisition of Consumer Information and (2) 

limit authorized users· access only to Consumer Infomiation that they need to perform their duties 

and functions, or in tlie case of Consumers, to access their own infonnation; 

11. Identifying and managing the data. personnel. devices. systems. and facilities 

that enable ACI to achieve business purposes in accordance with its relative importance to business 

o~jectives and .--\Cl's 1isk srrategy: 

111. Protecting though encryption all Consumer Information held or transmitted by 

ACI both in transit over external net\vorks and at rest. To the extent ACI determines that 

encryption of Consumer Information, either in transit over external networks or at rest. is 

infeasible. ACI may instead secure such Consumer Information using effective alternative 

compensating controls reviewed and approved by ACI's 1espousible Qualified Individual: 

1v. Maintaining at all times secure development practices for in-house developed 

applications utilized by ACI for transmining. accessing, or storing Consumer Information and 

procedures for evaluating. assessing. or testing the security of externally developed applications 

ACI utilizes to transmit, access, or store Consumer Information; 

v. Maintaining at all times multi-factor authentication for any individual accessing 

Consumer lnfonuation on ACI's systems, m1less ACI's Qualified Individual has approved in 

writing the use ofreasonably equivalent or more secure access controls; or the individual accesses 

Customer Information on behalf of a financial institution that is also subject to multi-factor 

authentication regulations before accessing Consumer Information on ACI's systems. 

vi. Disposing of Consumer Information in any format no later than two years after 

the last date the information is used in connection with the provision of a product or service to 

1vvhich ir relates. unless such information is necessary for historic payments research. is otherwise 

required to be retained by law, regulation or mle. or where targeted disposal is not reasonably 

feasible due to the manner in which the information is maintained. Disposal of Consumer 

Information must be by means that protect against unauthorized access to the Consumer 

Information, such as by slu·edding, erasing or otherwise modifying the Consumer Information in 

the records. to make the Consumer Information unreadable or undecipherable through any means. 

vu. Maintaining at all times procedures for change management: and 

v111. Maintaining at all times policies. procedures and controls designed to monitor 



and log the activity of any authorized users (such as employees. contractors. agents, or other 

persons that participate in ACI's business operations and is aurhorized to access and use any of 

ACI's infonnation systems and data) and detect unauth01ized access or use of. or tampering with. 

Consumer Information by such users. 

d. Regularly test or otherwise monitor the effectiveness of the safeguards' key controls. 

systems. and procedures. including rhose to detect achial and attempted attacks on. or intrusions 

into. ACrs info1matio11 systems. For infonnation systems. monitoring and testing shall include 

continuous monitoring or periodic penetration testing and vulnerability assessments. Absent 

effective continuous rno11ito1ing or othe1 systems to detect. on au ongoing basis, changes in ACI' s 

information systems that may create vulnerabilities. ACI shall conduct: 

1. Annua l penetration testing ofACI's infonnation systems detennined each given 

year based on relevant identified risks in accordance with the risk assessment; and 

ii. Vulnerability assessments, including any systemic scans or reviews of ACI's 

information systems reasonably designed to identify publicly known security vulnerabilities in 

ACI's infonnation systems based on the risk assessment. at leasr every six months: and wbeneYer 

there are material changes to . .\.Cl' s operations or business atTangements: and whenever there are 

circumstances ACI knows or has reason to know may have a material impact on its infomiation 

security program. 

e. Maintain at all times policies and procedures to ensure that ACI is able to comply with 

the Information Security Program by: 

1. Providing relevant personnel with security awareness training that is updated as 

necessary r.o reflect risks identified by the risk assessment; 

u. Utilizing qualified information security personnel employed by AC!, an affiliate 

ofACL or a Third-Party Vendor of..\CI sufficient to nunrnge ACI's information security risks and 

to perform or oversee the Information Security Program; 

111. Providing information security personnel with security updates and training 

sufficient to address releYant security risks; and 

1v . Verifying that key infonnation security personnel take steps to maintain current 

knowledge of changing infonnation security threats and countermeasures. 

f. Oversee Third-Party Vendors, by: 

1. Taking reasonable steps to select and retain Third-Party Vendors that are capable 



of maintaining appropriate safeguards to ensure at a minimum the confidentiality. integrity, and 

availability of the Consumer Information at issue; 

11. Requiring .-\CTs Third-Party Vendors by contract to implement and maintain 

such safeguards; and 

111. Periodically assessing _-\('I's Third-Party Vendors based on the risk they present 

and the continued adequacy of their safeguards. 

g. Evaluate and adjust A.Cl's Information Security Program in light of the results of the 

testing aud monitoring required herein; any material changes to ACTs operations or business 

arrangements: the results of risk assessments perfonned under the requirements described herein; 

or any other circumstances that ACI knows or has reason to know may have a material impact on 

ACI's II~fonnation Security Program. 

h. Maintain at all times a written Security Event response plan designed to promptly 

respond to. and recover from. any event resulting in unauthorized access to, or disrnption or misuse 

of. an information system or Consumer Information stored on such infom1ation system. or 

Consumer Information held in physical form materially affecting the confidentiality. integrity. or 

av<1ilability of Consumer Information in AC'I' s control. Such Security Event response plan shall 

address the following areas: 

1. The goals of the Security Event response plan; 

11. The internal processes for responding to the event; 

111. The definition of clear roles, responsibilities and levels of decision-making 

auth01ity; 

1v. External and internal communications and information sharing; 

v. Identification of requirements for the remediation of any identified vveaknesses 

in infonnation systems and associated controls: 

vi. Documentation and reporting regarding the event and related Security Event 

response activities; and 

vu. The evaluation and revision as necessary of the Security Event response plan 

following such event. 

i. Require ACI's Qualified Individual to repo11 in \Vriting, at least annually, to ACI 

Corp.'s Board ofDirectors. The repo11 shall include the following infonnation: 

1. The overall stah1s of the Infonnation Security Program and _-\Cl' s compliance 



with the Information Security Program; and 

ii. Material matters related to the Information Security Program. addressing issues 

such as risk assessment. risk management and control decisions, Third-Party Vendor 

arrangements. results of testing. confinned Security Events and management's responses thereto, 

and recommendations for changes in the Information Security Program. 

J. Establish a written plan addressing business continuity and disaster recovery. 

13. C,,·bersecwHy S1raregy and Frm11e1rork. As part of the ERJ\1P. ACI shall maintain at all 

times a cybersecurity strategy and framework tailored to specific cyber risks and appropriately 

informed by nationaL and industry standards and gu idelines. The cybersecurity strategy and 

framework shall be designed to identify, manage. and reduce cyber risks effectively in an 

integrated and comprehensive mru1.ner. 

14. The Cybersecurity Program shall be maintained at all times to timely (a) assess the nature, 

scope. and impact of a Security Event: (b) contain the Security Event and mitigate its impact; ( c) 

notify internal and external stakeholders as appropriate: and ( d) coordinate joint response activities 

as needed. As p a11 of the Cybersecurity Program. ACI shall implement Security Event response 

policies and other controls to facilitate effective Security Event response. Among other things, 

these controls shall clearly address decision-making responsibilities, define escalation procedures. 

and establish processes for communicating \"Vith internal and external stakeholders. 

To ensure operational continuity and recovery in response to a Security Event, ACI shall design 

the Cybersecurity Program to support recovery through the responsible resumption of operations. 

\,Vhile allowing for continued remediation, including by (a) eliminating harmful remnants of the 

Security Event; (b) restoring systems and data to nonnal and confirming nonnal state: (c) 

identifying and mitigating all vulnerabilities that were exploited: ( d) remediating vulnerabilities to 

prevent similar events: and (e) communicating appropriately internally and externally. Security 

Event recovery protocols must establish that once operational stability and integrity are assured, 

prompt and effective recovery of operations should be based on prioritization ofcritical economic 

and other func tions and in accordance with State and Federal laws and regulations. As part of 

recovery preparedness, ACI shall establish testing contingency plans and protocols for essential 

activities and key processes. 

Ill AGREE:\IENT ~10'.'IITORING 



l. Executi,·e Co111111ir,ee. An executive conunittee comprised of representatives of the State 

Money Transmission Regulators ("Executive Committee") shall serve as the point of contact 

between ACI and the State .\iloney Transmission Regulators and shall receive reports and 

communications from ACT The initial member states of the Executive Committee are: the State 

Money Transmission Regulators of Arkansas. Maryland, Connecticut, Texas, and Washington. 

The Executive Committee may substitute representation, as necessa1y. 

2. In order to monitor the ER..l\lIP, including the Information Security Program and the 

Cybersecurity Program, and the specific enhancements thereto as discussed herein, AC! shall 

provide to the Executive Committee the following docmnentation andJOr information according to 

the following terms: (1) The ERMP, including the Infonnation Security Program and the 

Cybersecurity Program. within sixty ( 60) calendar days of the Effective Dare of this Agreement, 

(2) any material written updates or changes to the ER.J.vIP. including the Infonuation Security 

Program and the Cybersecurity Program, within thirty (30) calendar days of the conclusion of 

calendar years 2023. and 2024 and (3) for a period of two (2) years from the Effective Date of this 

Agreement, any Security Event within thi1ty (30) calendar days of ACl's detennination of that a 

Security Event has occurred, including: 

a. The facts of the incident; 
b. The number ofConsumers impacted. broken down by state; 
c. Amount ofharm experienced by Consumers. broken down by state: 
d. The steps ACI has taken to co1Tect the incident; and 
e. The steps ACI has taken to make Consumers whole. 

3. To ensure ACI maintains a comprehensive and adequate TPRJ\11 under the ERMP. including 

the Information Security and Cybersecurity risk. ACI shall maintain at all times the enhancements 

made as a result of the internal review of ACI's TPRM program. Additionally, A.CI shall engage 

a qualified, independent. third-party consultant to validate the implementation of the recommended 

enhancemems, which will be documented in a report covering the methodology utilized to conduct 

the assessment. the information. documentation. and individuals interviewed as part of the 

assessment. the findings and recommendations identified by the consultant, and any other relevant 

information identified as a result ofthe assessment. and ACI will provide a copy of this assessment 

repo11 to the Executive Committee within nvelve (12) months of this Agreement' s Effective Date. 

4. \Vithin sixty (60) calendar days of the Effective Date. AC! shall submit to the Executive 

Conunittee a training plan. with calendar. which shall address all required areas of training 



pertaining to the Information Security Program and the Cybersecurity Program that shall be 

provided to the relevant employees of ACL employees of ACTs affiliates. and/or employees of 

any Third-Party Vendor ofACI that should receive such training. Within ninety (90) days of the 

Effective Date. and annually tl1ereafter for two (2) years. ACI shall also submit to the Executive 

Committee an annual report. accompanied by a declaration signed by a member of senior 

management (such as the Chief Compliance Officer), that will confirm the training that has been 

provided and rhe recipients of said training by job function. 

IV. ADM:L"'\"ISTR.:\TIYE COSTS A~D PENALTY 

l. .d.dminisrrmive Penalty. That ACI shall pay an Administrative Penalty of S9,509,999.84 to 

be distributed equally among each Participating State ( each Pa1ticipating State will receive 

payment of $216,136.36 (the ·'per-state pa}111ent")). AC'I shall pay the total Administrative 

Penalty amount within twenty (20) calendar days following the receipt ofpayment instructions, by 

paying each Participating State the per-state payment by the means designated by each State. 

2. Administrative Costs. That ACI shall pay Administrative Costs of S490,000.16 to each 

Participating Srnre rhat also rook pan in rhe investigation or sertlemenr to cover administrative 

costs associated with the investigation and investigation resolution process, with such costs 

allocated as follows: Alaska. Sl 5,000: Arkansas. S100.000; Connecticut. $100,000; Kenmcky. 

S15.000 Illinois SlS.000, Ylaryland $100,000: Michigan. $15.000; New Hampshire, Sl 5.000; and 

Texas. $100.000; and ·washington. S15,000.16. ACI shall pay the Administrative Costs within 

hventy (20) calendar days follo,ving the receipt of payment instructions by the means designated 

by each Participating State receiving such payment. 

3. That in the event that AC'I fails to submit any Administrative Penalty or Administrative Costs 

set fo1th in this Agreement. in the amounts specified herein and in accordance with the applicable 

deadlines, or ifany transfer of any monetary amount required under this Agreement is voided by 

a Court Order, including a Bankn.1ptcy Comt Order. ACI agrees not to object to a Pa1ticipating 

State submitting a claim. nor attempt to defend or defeat such authorized claim. for any unpaid 

amounts against any surety bond that ACI may maintain in such Participating State as a condition 

of maintaining a license under the jurisdiction of that State Money Transmission Regulator. 

4. That a State Money Transmission Regulator may elect to have its allocation of the 

Administrative Penalty set forth in Paragraph l of this section to be applied towards an authorized 

https://S15,000.16
https://S490,000.16
https://216,136.36
https://S9,509,999.84


alternative tmder the respective Participating State's law. Should a State Money Transmission 

Regulator elect to apply its allocation of administrative penalties in such an altemative manner, 

solely for the purpose of ensuring the effective administration of payments pursuant to the terms 

of this Agreement. that State Money Transmission Regulator shall notify the MMET in writing of 

such election on or before the Effective Date of this Agreement. 

Y. E~FORCEVIE~T 

l. General E11force111e111 Aurl,orir:i·: That the terms of t11is Agreement shall be enforced in 

accordance with the provisions. terms and authorities provided in this Agreement and under the 

respective laws and regulations of each Participating State. 

2. No Resrricrio11 on Erisring Exm11il1ario11 a11d J11vesrigarive Aur/Jorir_r. That this Agreement 

shall in no way preclude any State Money Transmission Regulator from exercising its examination 

or investigative authority authorized under the laws of the co1Tesponding Paiticipating State in the 

instance a determination is made wherein AC'I is found not to be adhering to the requirements of 

the Agreement. or invoh-ing any unrelated matter not subject to the terms of this Agreement. The 

Parties agree that the failure ofACI to comply with any tenn or condition of this Agreement with 

respect to a particular State shall be treated as a violation of an Order of the State and may be 

enforced as such. Moreover, ACI acknowledges and agrees that this Agreement is only binding 

on the State Money Transmission Regulators and not any other Local. State or Federal Agency. 

Department or Office. 

3. Shnriug ofl11fon11atio11 a11d C'oopera1io11. That the State Money Transmission Regulators 

may collectively or individually request and receive any infonnation or documents in the 

possession of the Executive Committee or the Ml\11ET. This Agreement shalt not limit .'-\Cl's 

obligations. as a licensee of the State Money Transmission Regulators. to cooperate with any 

examination or investigation, including but not limited to, any obligation to timely provide 

requested information or documents to any State Money Transmission Regulator. 

VI. GE~ERI\L PROVISIONS 

1. EjfecTive Date. That this Agreement shall become effective upon execution by all of the 

State Money Transmission Regulators for the Participating States and when posted on the )l"MLS 

(the ''Effective Date"'). 



2. Public Record. That this Agreement shall become public upon the Effective Date. 

3. Binding :Vat11re. Thar the terms of this Agreement shall be legally binding upon ACI and its 

successors and assigns as long as the relevant ACI entity is engaged in licensed activiry. The 

provisions of this Agreement shall remain effective and enforceable except to the extent that, and 

until such time as. any provisions of this Agreement shall have been modified. terminated. 

suspended, or set aside. in writing by mutual agreement of the State Money Transmission 

Regulators collectiYely and ACI or ACI ceases to engage in licensed activity. 

4. Standing aud Choice ofLaw. That each State Money Transmission Regulator bas standing 

to enforce this Agreement in the judicial or administrative process otherwise authorized under the 

laws and regulations of the corresponding Participating State. Upon entry, this Agreement shall 

be deemed a final order of each respective State Money Transmission Regulator unless adoption 

ofa subsequent order is necessary under the laws of the corresponding Participating State. In the 

event of any disagreement between any State Money Transmission Regulator and ACI regarding 

the enforceability or interpretation of this Agreement and compliance therewit11. the courts or 

administrative agency authorized under the laws of the corresponding Participating State shall 

have exclusive jurisdiction over the dispute. and the laws of the Participating State shall govern 

the interpretation. constrncrion. and enforceability of this Agreement. 

5. rldop1io11 of S11bseque111 Orders to l11co,pomte Ter111s. That a State Money Transmission 

Regulator. if deemed necessary under the laws and regulations of the corresponding Pa11icipating 

State, may issue a separate administrative order to adopt and incorporate the terms and conditions 

of this Agreement. In the event a subsequent order amends. alters. or otherwise changes the tenns 

of the Agreement. the terms of the Agreement. as set forth herein. will control. 

6. Privilege. That this Agreement shall not constinite a waiver ofany applicable attorney-client 

or work product privilege. examination privilege. confidentiality, or any other protection 

applicable to any negotiations relative to tl1is Agreement. 

7. Titles. That the titles used to identify the paragraphs of this Agreement are for the 

convenience of reference only and do not control the interpretation of this Agreement. 

8. Finr,1 .-1gree111e11t. That this Agreement is the final written expression and the complete and 

exclusive statement of all the agreements, conditions. promises. representations. and covenants 

between the Parties with respect to the subject matter hereat and supersedes all prior or 

contemporaneous agreements, negotiations. representations. understandings. and discussions 



between and among the Parties, their respective representatives. and any other person or entity, 

with respect to the subject matter covered herein. excepting therefrom any proceeding or action if 

such proceeding or action is based upon facts not presently known to a State Money Transmission 

Regulator. The Pa1ties further acknowledge and agree that nothing contained in this Agreement 

shall operate to limit a State tvfoney Transmission Regulator's ability to assist any other Local. 

State or Federal Agency. Department or Office with any investigation or prosecution. whether 

administrative, civil or criminal. initiated by any such Agency. Department or Office against ACI 

or any other person based upon any of the activities alleged in these matters or otherwise. 

9. Waiver. That the waiver of any provision of this Agreement shall not operate to waive any 

other provision set forth herein, and any waiver. amendment and/or change to the terms of this 

Agreement must be in writing signed by rhe Parries. 

l 0. E,,force111em; No Private Right of Acrion Creared. An enforcement action under this 

Agreement may be brought solely by the State Money Transmitter Regulators. No provision of 

this Agreement shall be constrned as providing a prirnte right of action to enforce the terms of this 

Agreement. nor shall any provision of this Agreement be construed as a release of any claim that 

a Consumer may have against ACI. The provisions of this Agreement are enforceable by the 

Participating State Mortgage Transmitter Regulators. The Participating State Mortgage 

Transmitter Regulators, jointly or individually. may make such application as appropriate to 

enforce or inte1pret the provisions of this Agreement or. in the alternative. may maintain any action 

within their legal authority. In any action to enforce this Agreement, the State Mortgage 

Transmitter Regulators may seek any appropriate relief authorized by law. 

11. Cosrs. That except as otherwise agreed to in this Agreement, each pany to this Agreement 

will bear its own costs and attorneys ' fees associated with this enforcement action. 

12. Notices. That any notice to ACI and;or the State Money Transmission Regulators required 

or contemplated by this Agreement shall be delivered, if not otherwise described herein. by 

electronic copy to ACI through the "Prima1y Company Contact' ' for A.CI Paymenrs listed in the 

:\'ationwide Multistate Licensing System (NMLS ), or sin1ilar contact system, and to the State 

Money Transmission Regulators by direct written notification. 

13. Co11merpans. That this Agreement may be executed in separate counterparts, by facsimile 

or by PDF. A copy of the signed Agreement will be giYen the same effect as the originally signed 

Agreement. 



______ _ 

-------

--------

- -------

- ----------

14. That nothing in this Agreement shall relieve ACI of its obligation to comply with applicable 

State and Federal law. 

It is so ORDER.£D. 

I~ \VIT~ESS \VHEREOF. in consideration of the foregoing, including the recital 

paragraphs. and with the Patties intending to be legally bound. do hereby execute this Agreement 

this 16th of October, 2023. 

ACI 'WORLD\VIDE CORP. 
lrDocuSlgnrd by: 

By: 
- _____---ns ...,,..~~sS-cot.r Belue -----r-~ 

President 

ACI PAY\1IE~TS, I~C. 

By: 
Benjamin W. Mitchell 
President and Secretary 

Alabama Securities Commission 

By: 

Name: 

Title: 

Date: 

Amanda senn 

Di rector 

10/ 4/ 2023 

Alaska Division of Banking & Securities 

~ 7;;~,S~iJl 
L!:'.04•7E~21C8499 By: ______ 
Robert H, Schmidt

Name: 

Director , AK Div. of Banki ng &SecuritTitle: 

10/ 4 / 2023Date: 

Arizona Department of Insurance and 
Financial Institutions 

~~~;1~~~~1~~
By:______ 

Barbara o. Richardson
Name: ________ 

Title: __c_a_b_i_ne_t_ E_x_ec_u_t: i ve officer 

10/ 3/ 2023 
Date: 



--------

--------

-----------

- -------

-----------

--------

--------

--------

-----------

--------

-----------

--------

--------

-----------

Arkansas Securities Department 
I.Ooc.uStgntd by: 

~~=.2r~ By: 
Susannah T. Marshall 

Name: ________ 

Securi ties CommissionerTitle: 

Date: 10/ 5/ 2023 

California Department of Financial 
Protection and Innovation 

Name: _ ~_,a_r_y_A_n_n_s_m_i t_h_ 

Deputy CommissionerTitle: 

10/ 3/ 2023 Date: 

Connecticut Department of Banking 

B~ ___G_~-~-~_:_£_.:_~_ 
Jorge L. Perez 

Name: ________ 

commissionerTitle: 
10/ 3/ 2023 Date: 

District of Columbia Department of 
Insurance, Securities and Banking 

Kar ima M. lvoodsName: ________ 

Commissi onerTitle: 

Date: 10/ 5/ 2023 

Delaware Office of the State Bank 
Commissioner 

By: ______ _ 
Robert A. Glen

Name: 

state Bank commissioner Title: 
10/ 5/ 2023 Date: 

Florida Office of Financial Regulation 

~::;:t•'~, !II 
~ .:E3<}8()~0Bi .t.r,

By: _______ 
Russell c. \veigel, III

Name: ________ 

CommissionerTi tle: 

10/ 4/ 2023 Date: 

Georgia Department of Banking and 
Finance 

By: _____ _ 

Name: _ K_e_v_i_n_H_a_g_l_e_r__ 

Titie: __c_o_mm_,_·s_s_i_o_ne_r_ 

Date: 10/ 6/ 2023 

Hawaii Division of Financial Institutions 
r-:;OocuS,gned by, 

C w?lu,k 
By: _____ _ _ _ _ o ._1322AeFA211s• E_ 

Iris Ikeda 
Name: 

Commi ssioner
Title: 

10/ 3/ 2023
Date: 



--- --------
------ -----

---- ----

--- ------ --

----- ---
- -------

-----------

Idaho Departme nt of Finance Kentucky Department of Financial 
Institutions~;~~:•dt P~i~s 

By: ____o_, ,_AAA_2_n_,1""_ao_ 

Pat r icia R. Pe rkinsName:________ 
Marni Rock Gibson 

Name: _ _ ______Title: ___o_i _r e_c_t_o_r__ 
Acting Commissione r 

10/ 5/ 2023 Title: Date: ---- ----
10/ 4 / 202 3 Date: 

Illinois Department of Financial and 
Maine Bureau of Consumer CreditProfessional Regulation 
Protection 

Franci sco Menchaca
Name: _ _______ 

Linda J . Conti 
Di recto r -Div. of Fi nancial I nst i t ut i ons Name:---- ----Title: ________ 

Supe r i ntendent Consume r Cr edi t Prot.
10/ 6/ 2023 Title: 

Date: ----------- 10/4/ 2023Date: 

Iowa Division of Banking 
Maryland Office of Financial Regulation 

r.---bv: 

L~~cBy: - -----

Name: __J_e_ff_P_l_a_gg_e_ _ 
shereefat Bal ogun 

superi ntendent of t he Iowa Di vision of ~ru-- ------Title: 
Ass i stant Commiss i oner10/ 4/ 20 23 Title: 

Date: 
Date: 10/ 11/ 2023 

Kansas Office of the State Bank 
Commissioner Michigan Department of Insurance and 

0o<uSigM4 by: Financial Services
I, ' 

[ 
,2C8tl'.X821774'2

By: ___ ___ 
Mr. Mike Enzbrenne r 

Name: ________ 
Judi t h A. weave r Name: ___ _____Titie: __o_e_p_u_t y_c_o_m_m_i s_s_i oner 

senior Deput y Di rectorTitle: Date: 10/ 4 / 202 3 - -------
Date: 10/ 4/ 202 3 



- ----------

----------- -----------

- ----------

Minnesota Depa rtment of Commerce 
I.DO<u$'9nt0 Dy 

L~~~~ 
By: -----­

Jacqueline Ol son 
Name: ________ 

Title: __A_s_s ,_·s_t_a_n_t_c_o_m_mi s si oner 

10/ 4/ 2023 Date: 

Mississippi Department of Banking a nd 
Consumer Fina nce 

, ;:~;~__,._ 9- 1::.4 evm 
L F"M£)E.50iE7&&fEBy: _ ____ _ 

Mrs. Rhoshunda G. Kelly, CEM
Name: ________ 

Commissioner Title: _______ 

10/4/2023Date: 

Nebraska Department of Banking and 
Finance 

~"ilfti:~~G1 1AMCE-1$9IJ9,lt0 

By: 
Kel l y Lammers

Name: 

DirectorTitle: 

10/ 4/ 2023 Date: 

Nevada Financial Institutions Division 

By: _ __~_s_;_:_!:Z_ i_:_~_ -~ 

Name: __s_an_d_y_o_'_La_u_g_h_l_in 

Title: _ __c_o_mm_,_· s_s_i _o_ne_r_ 

Date: __10_;_9_; 2_0_2_3____ _ 

New Hampshire Banking Department 

Emelia A.S. Galdi er i
Name: ________ 

Bank CommissionerTitle: _______ 
10/ 4 / 2023 Date: __________ _ 

New Je rsey Department of Banking and 
Insurance 

Just i n Zimmerman
Name: _ _______ 

Act ing CommissionerTitle: 
10/6/ 2023 Date: 

New Mexico Financial Institutions 
Division 

Dow~d oy: 

~ .~ J .. A. 

[ 
l.AfEf "OTf:>01=42$ 

By: 
Mark sadowsk i 

Name: 

Di rect or Title: 
10/ 5/ 2023 

Date: 

New York State Department of Financial 
Services 

By: _ ____ _ 

Adrienne A. Harri sName: _______ _ 

Ti tie: ___s_up_e_r_i_n_t _en_d_e_nt 

10/5/2023Date: 



- ---------
----------

----------

North Carolina Office of the Commissioner Oregon Division of Financial Regulation 
ofBanks 

By: _____ _ 

Name: _K_a_t h_e_r_i _n_e_M_R_ B_o_sken 

Title: __c_o_m_m_i _ss ,_ _·o_n_e_r_o_f Bank s 

10/ 4/ 202 3Date: 

North Dakota Department of Financial 
Institutions 

By: ______ _ 
Lise Kr use

Name: _______ 

Title: __co_m_m_i_s_s_io_n_e_r__ 

Date: 10/ 4/ 2023 

Ohio Division of Financial Institutions 

Name: _ r_n_g_r_i d_w_h_i _t_e__ 

Deputy super intenden t for Bank s Title: 

Date: 10/ 5/ 2023 

Oklahoma State Banking Depa rtment 

Name: __M_i_c_k _T_h_o_m_p_so_n_ 

Banking Commi ssionerTitle: 

Date: 10/ 4/ 2023 

Dorothy Bean
Name: ________ 

Titie : ___ch_i_e_f _o_f_ E_n f_o_rcement 

10/ 9/ 202 3 Date: 

Pennsylvania Department of Banking and 
Securities 

(!:~·;~ff 
C~JAS1S,Q21._.10

By: ______ 

Name: _T_i_mo_t_h_y_Kn_o_P_P__ 

Deput y Secret aryTitle : 

10/ 3/ 2023 Date: 

Puerto Rico Office of the Commissioner of 
Financial Institutions 

Natali a I . Zequer iaName: ________ 

Title: __c_om_m_i_s_s_i o_n_e_r_ 

Date: 10/ 4/ 2023 

Rhode Island Department of Business 
Regula tion/ Division of Banking 

Eli zabeth Kel l eher Dwyer 
Name: ________ 

Title: Super i nt endent of I nsurance 

Date: 10/ 4/ 2023 

https://C~JAS1S,Q21._.10


-----------

-----------

-----------

--------

-----------

--------

-----------

--------

-----------

-----

South Carolina Attorney General Money 
Services Divis ion 

By: ______ 

Name: ________ 

Title: _______ 

Date: 

South Dakota Division of Banking 

(;js67ui 
By: ____ -__a_,.~_ 

Name: Bret Afdah l 

Title: __o_i _r _ec_t_o_r___ 

10/ 4/ 2023 Date: 

Tennessee Department of Financial 
Institutions 

Name: _ M_r_._Gr_e_g_G_o_nz_a_l _e s 

Title: __c_o_m_m_i _s s,_ _· o_n_e_r _ 

10/ 5/ 2023 Date: 

Texas Department of Ba nking 

Charles G. Cooper
Name: 

Titie: _ _Ba_n_k_i_n_g_c_o_m_m_i_ss; oner 

10/ 4/ 2023 Date: 

Utah Department of Financial Institutions 

lnOo<.slgntdby 

By: ----0-~____ :f"_k~ 12 e P_ 
Darryle P. Rude

Name: 

Title: __c_om_m_i_s_s_i_on_e_r_ 

10/ 6/ 2023 Date: 

Vermont Department of Financial 
Regulation 

Name: Kevin Gaffney 

Title: commissioner 

Date: 10/ 5/ 2023 

Virginia State Corporation Commission 
Bureau of Financial Institutions 

0o<uS1g11toor 

[
By: ____ _ _ _ __roe•F2AE.2£s,,oe 

Name: __E_._J_o_se_p_h_ F_ac_e_, Jr • 

Commissioner of Financial Institutio1Title: 
10/ 12/ 2023 

Date: 

Washington State Department of Financial 
Institutions 

By: _ _____ 
Charles E. Clark 

Name: ---
Titie: _ __o_,_·r_e_c_to_r__ 

Dare: 10/ 6/ 2023 



- ---------

---- ------

----------

--------- -

- -------- -

------

----------

- ---------

South Carolina Attorney General Money 
Services Division 

Alan Wilson
Name: _ _ _ ____ 

Title: V)c'C(Aill..>~ 06W6tk( 

Date: Io/(p /'2--7 

South Dakota Division of Banking 

' ~a7J;ul:~,aBy: - -----

Name: Bret Afdahl 

Title: __D_i r_e_c_to_r_ _ _ 

10/4/2023Date: 

Tennessee Department of Financial 
Institutions 

Qr:;~~;t-
By: _____ _ 

Name: _ M_r_. _G_r_e_g_G_o_n_za_l_es 

Title: __c_o_mm_i_s_s_io_n_e_r_ 

10/5/2023
Date: 

Texas Department ofBanking 

1(U7~-uc,u'
By: - --~-e:m_11E ____ex:u<M1 

Charles G. cooper
Name: ____ ___ 

Ti tie: _ _B_a_n_k_i n_g_co_m_m_i _ssioner 

10/4/2023
Date: 

Utah Department of Financial Institutions 

By: _ _ _ _ _ _ 

Name: ______ _ 

Title: _ _ _____ 

Date: 

Vermont Department of Financial 
Regulation 

Nan)e: Kevin Gaffney 

Titie: __c_om_m_i_ss_,· o_ _n_er_ 

10/ 5/2023 Date: 

Virginia State Corporation Commission 
Bureau of Financial Institutions 

By: ______ 

Name: _______ 

Title: -
Date: 

Washington State Department of Financial 
Institutions 

By: ______ 

Name: _______ 

T itle: ___ _ ___ 

Date: 



--------

--------

-----------

West Virginia Division of Financial 
Institutions 

l,Oo<vS19Md by

L fr;,,.. 
By: ___ ___ •___!&'_ 6£055,'l!- _ 

Dawn Ho l stei n
Name: 

commissioner IWDFITitle: 
10/ 5/ 2023 0 ate: 
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	\VHEREA.S. ACI Payments is licensed as a money transwi11er under the respective laws 
	of each Participating State. 
	'\VHEREAS. the Speedpay bill payment solution is marketed as an electronic platform providing electronic bill presentment and payment services. including allowing for one-time and rectming billing and payment processing capabilities (the "Speedpay Platfonn"). ACI Corp. acquired the Speed pay Platform in May 2019 "·ith a t,vo-year transition services agreement with the previous owner of Speedpay. Speedpay was subsequently merged into ACI Payments. Commencing March L 202 1. AC! assumed IT responsibility for s
	\VHEREAS. a large U.S. residential mortgage lending and se1v1cmg company (the "M01tgage Company"), utilizes the Speedpay Platfonn for payment processing se1vices as it relates to its residential mortgage servicing actiYities. Specifically, ACI. as a vendor for the Mortgage Company, regularly processes mortgage payments for ce11ain mortgage borrowers whose loans are being serviced by the Mortgage Company. ACI creates Automated Clearing House ("'.-\CH") files used to facilitate bill paymem for those bonowers 
	\VHEREAS. on or about April 23, 2021. ACI conducted testing to optimize the Speedpay Platfo1111's .-\CH processing code ro increase the rate at which .-\CH files were generated for production through the Speedpay Platfonn for the Mo11gage Company (the «speedpay Optimization Project"). To accomplish the Speedpay Optirniwtion Project. A.Cl's testing methodology required the use ofcustomer information previously obtained through its processing of debit and credit transactions for the Mortgage Company. The Star
	production and testing environments resulted in 1,432,821 ACH debit and credit entries to be 
	uninrentionally and erroneously sent to the ACH r etwork. These entries related to 478.568 
	customer borrowers of the Mortgage Company and reflected a total dollar value of 
	$(the "Money Transmission Instruction Effor"). 
	2.389.173.559.05 

	\VHEREA.S. on becoming aware of the Money Transmission Instruction Error, the State Money Transmission Regulators, as coordinated by the ~if.MET, conunenced a multi-state money transmission investigation ro cover all aspects of this incident. including investigating the facts and circumstances surrounding the incident. evaluating consumer impact, analyzing the root cause ofthe incident. evaluating remedial steps taken by ACI. and investigating other matters associated therewith (the "Multi-State Investigati
	\VHEREAS. ACI became aware ofthe Money Transmission Instruction Error the mo ming ofthe day following the submission ofthe erroneous files and took inunediate steps with the intent to reverse the erroneous debits and credits to minimize the impact of Money Transmission Instrnction Error on consumers and to ensure a similar incident could not occur in the future. ACI represented to the State Money Transmission Regulators during the course of the investigation that although these credits and debits were refle
	result of the Money Transmission Instruction En-or. 
	result of the Money Transmission Instruction En-or. 
	, shortly after ACI became aware of the Money Transmission Instrnction 
	,,iHERE.AS


	Error. ACI investigated all of its server settings and prevented communication between all applicable production and testing/quality assurance servers. ACI also conducted an internal review of.ACI's Third-Party Risk Management (TPRl\.1) program and identified opportunities to improve the program approach and enhance program methodology. ACI has implemented those improvements and enhancements. Finally, during the Multi-State Investigation, ACI represented to the investigation team that it has implemented and
	\VHEREAS, the Multi-State Investigation determined that the Money Transmission Instruction Enor was possible due to significant defects in ACI's privacy and data security procedures and technical infrastrncture supporting its licensed activity. Specifically. it was dete1mined that while at the time of the Money Transmission Instrnction Error. ACI maintained relatively detailed enterprise risk management framework, including third-party risk management policies and procedures, and that ACI managers maintaine
	" 'HERE.AS. the State Money Transmission Regulators and AC'I enter into this Agreement with the understanding that the State Attorneys Generals have entered or will enter into an Assurance of Voluntmy Compliance (the "AG AVC") in coordination with this Agreement. 
	\, certain terms and conditions are contained in the AG A VC and in this Agreement. Notwithstanding the coordinated nature of the two settlements, to the extent that the tenns and conditions contained in this Agreement conflict with any provisions of the AG A VC, the terms and conditions ofthis Agreement shall control. 
	VHERE.AS

	, by reciting in this Order information about the AG A VC, the State Money Transmission Regulators are not asserting independent jurisdiction or authority to enforce the AG A VC. unless otherwise authorized to do so under any applicable state or federal law. rnle. or 
	, by reciting in this Order information about the AG A VC, the State Money Transmission Regulators are not asserting independent jurisdiction or authority to enforce the AG A VC. unless otherwise authorized to do so under any applicable state or federal law. rnle. or 
	\VHERE.AS

	regulation. 

	\VHEREAS. ACI enters into this Agreement solely for the purpose of resolYing disputes with the State ~1oney Transmission Regulators. including concerning the conduct described herein related to the Money Transmission Instruction Error. and neither admits nor denies that it violated the laws of the Patticipating States. ACI acknowledges that the State Money Transmission Regulators have and maintain jurisdiction over the underlying dispute. including all matters refe1Ted to in these recitals. and therefore ha
	\VHEREAS, ACI acknowledges that the State Money Transmission Regulators are relying. in part. upon A.Cl's representations and wmrnnties stated herein in making their dete1minations in this matter. ACI further acknowledges that this Agreement may be revoked and the State Money Transmission Regulators may pursue any and all remedies available under the law against ACI, if the State Money Transmission Regulators later find that AC! knowingly or willfully withheld information from the State Money Transmission R
	'WHEREAS. the State Money Transmission Regulators have legal authority to initiate administrative actions based on the conduct described herein related to the Money Transmission Instrnction Errnr. 
	\VHEREAS. the intention of the State Money Transmission Regulators in effecting this senlemem is to resolve the operational and IT concerns and violations related to ACI's licensed activities, including those described in in these recitals. and to close the Multi-State Investigation as it relates to the Money Transmission Instruction En-or. The State Money Transmission Regulators reserve all of their rights. duties, and authority to enforce all statutes, rules. and regulations under their respective jurisdi
	'WHEREAS. AC! hereby knowingly. willingly, voluntarily, and in-evocably consents to the entry ofthis Order, which is being entered pursuant to the authority vested in each State Money 
	'WHEREAS. AC! hereby knowingly. willingly, voluntarily, and in-evocably consents to the entry ofthis Order, which is being entered pursuant to the authority vested in each State Money 
	Trnnsmission Regulator and agrees that it understands all of the tenns and conditions contained herein. ACI acknowledges that it has full knowledge of irs rights to notice and a hearing pursuant to the laws ofthe respective Panicipating States. By voluntarily entering into this Agreement. ACI waives any right to notice and a hearing, and review of such hearing. and also herein waives all rights to any other judicial appeal concerning the terms, conditions, and related obligations set fo1th in this Agreement

	\VHEREAS. ACI represents that the persons signing below are authorized to execute this Agreement and to legally bind ACI Payments and ACI Corp. respectively. 
	\VHEREAS. in that the Parties have had the opportunity to draft, review and edit the language of this Agreement, the Parties agree that no presumption for or against any party arising our ofdrafting all or any part of this Agreement will be applied in any action relating to, connected to. or involving this Agreement. Accordingly, the Parties agree to waive the benefit of any State statute. providing that in cases of uncertainty. language of a contract should be interpreted most strongly against the pa1ty wh
	NO\-V. THEREFORE, this Agreement having been negotiated by the Panies in order to resolve th~ issues identified herein related to the Money Transmission Instruction Error. without incurring the costs. inconvenience and delays associated with protracted administrative and judicial proceedings, it is by the State Money Transmission Regulators listed below, as coordinated through the CSBSt.MTRA Protocol and Agreement, hereby ORDERED: 
	I. JliRISDICTION 
	l. That pursuant to the licensing and supe1vision laws of the Participating States, the Participating States have jurisdiction over ACI as described herein and may enforce the terms of this Agreement thereon unless otherwise stated in this Agreement. 
	II. IPLIA CE PROGRA:\iIS 
	RISK AND COJ'\
	1

	1. A.CI Corp., nuder the supervision of its board of directors (the "Board of Directors'')_ shall maintain at all times an Ente1prise Risk Management Program (''ERMP") to identify. measure. monitor and control risk. The ER.MP shall include the requisite policies and procedures to 
	1. A.CI Corp., nuder the supervision of its board of directors (the "Board of Directors'')_ shall maintain at all times an Ente1prise Risk Management Program (''ERMP") to identify. measure. monitor and control risk. The ER.MP shall include the requisite policies and procedures to 
	effectively address .-\Cl's activities with specific attention to applicable State and Federal laws and regulations. The ER.MP includes the privacy strategy and framework (the ''Information Security Program··) and cybersecurity strategy and framework (the ··c ybersecnrity Program") and shall at all times be tailored to the nature. size. complexity, and risk profile ofAC!. The ERMP shall also include customary strategic planning as undertaken by management and overseen by the Board of Directors and a Complia

	2. 
	2. 
	2. 
	Srajf Training. ACI shall maintain at all times a comprehensive training program to ensure that all relevant staff engaged in A.Cl's money transmission business are aware of and receive regular training: on. ACI's policies and procedures and updates thereto. as they relate to Consumer Information that AC! uses to move funds to or from an individual's financial accoum(s). whether in paper. electronic, or other form. that is handled or maintained by or on behalf of ACI, and affiliate of ACI, or a Third-Party 

	3. 
	3. 
	I11remal Aud;,. The Board of Directors shall maintain at all times an internal audit program tluollgh a dedicated Internal Audit Depaitment ("IAD"). The IAD shall report directly to the Board or the Board's .Audit Committee, so as to provide the Board of Directors with independent and objective infonnation as to whether major business risks are being managed appropriately and whether the company's risk management and internal control fi:amework is operating effectively. 

	4. 
	4. 
	lvfo11iror and Review ofACH Entries. ACI must utilize at all times processes to monitor and reconcile all ACH entries submitted to the Originating Deposito1y Financial Institution ("ODFI"') to ensure the accuracy and integrity of such entries. Controls shall include the prevention of duplicate ACH files from being processed by the ODFI and address potentially duplicative ACH files in a timely matter. AC! shall also perform daily reviews ofACH files to reconcile the ACH files sent to the ODFI with the inform

	5. 
	5. 
	Production Srsrem Segregm;o11 and rhe Use of Consumer b,for111orio11. With regard to its sofnvare and orher rechnological programs and products, ACI shall ar all times require that its production environment, either logic~lly or physically. is separate from its development and test environments. For a period of five (5) years. when testing ACI software or systems ACI must use 


	only Synthetic Data. meaning data that is artificially manufactured. rather than generated by real­world transactions. Synthetic Data is not to be traceable to any specific Consumer Information and is used to protect Consumer Information from inadvertent or unauthorized disclosure. use. or access. The Qualified Individual(s). as described in further detail below, may permit an exception to the requirement in the prior sentence on! y if the Qualified Individual detem1ines that (a) it is not reasonably practi
	6. 
	6. 
	6. 
	Prime_,· Srrategy n11d Frm1u_:,11•ork -Dara Processing. As part of the ER.\IIP, ACI shall maintain at all times a p1ivacy strategy and framework reasonably tailored to address specific privacy and security risks associated with use of Consumer Information and appropriately informed by national, and industry standards and guidelines. 

	7. 
	7. 
	The Information Security Program shall have the following core objectives: (1) to ensure the security and confidentiality of Consumer Information; (2) to protect against any reasonably anticipated threats or hazards to the security or integrity of such information; and (3) to protect against unauthorized access to or use of such information that could result in substantial harm or inconvenience to any consumer. In furtherance of these objectives the Information Security Program shall at all times include th

	8. 
	8. 
	ACI shall maintain at all times the ERMP to define and facilitate performance of roles and 


	responsibilities for personnel implementing. managing. and overseeing tl1e effectiveness of the Information Security and Cybersecurity Programs to ensure accountability: and proYide adequate resources and appropriate authority and access to the Board ofDirectors. This ERMP governance structure shall a1ticulate clear responsibilities and lines of reporting and escala1ion. ACI shall maintain at all times a risk program and maintain processes to oversee the design. implementation, and effectiveness of the ERNI
	9. 
	9. 
	9. 
	As pan of the ERMP, ACI shall evaluate the cyber, privacy and data processing risk and corresponding compensflting controls, presented by the people. processes, technology, and underlying data that support each identified function, activity, product, and service. ACI shall then identify and assess the existence and effectiveness of controls to protect against rhe identified risk to inform A.Cl's approach to cyber. p1ivacy and data processing risk. Protection mechanisms should include avoiding or eliminating

	10. 
	10. 
	As part of the ERJ\1P. ACI shall maintain at all times systematic monitoring processes to receive, analyze. respond to relernnt reports of Security Events disclosed to the organization from internal and external sources and periodically evaluate the effectiveness ofidentified controls. This process should ensure the root cause of such Security Events are identified and reasonably remediated. Those engaged in testing and auditing functions under the Infonnation Security Program should be appropriately indepe

	11. 
	11. 
	As part of the ERMP. ACI shall revie\,. the pnvacy and cybersecurity strategies and frameworks regularly and when events warrant to address changes in cyber. privacy and data processing risks, allocate resources. identify. and remediate gaps, and incorporate lessons learned. 

	12. 
	12. 
	To maintain the ERMP, ACI shall: 


	a. Designate one or more qualified individual(s) responsible for overseemg. 
	implementing. and enforcing the Information Security Program and Cybersecurity Program (for purposes herein. a " Qualified Individual"). Given rhe size. operational complexity. and overall risk profile of ACI. each Qualified Individual shall be retained by ACI Cor . and have the authority, responsibilities. and duties commonly understood for their position. and in accordance with the expected role of this position given a business enterprise having the size. operational complexity, and overall risk profile 
	b. Base the Information Security Program on a risk assessment that identifies reasonably foreseeable internal and external risks to the security. confidentiality. and integrity of Consumer Information that could result in the unauthorized disclosure, misuse. alteration. destruction. or other compromise of such information. ACI shall periodically perform additional risk assessments that reexamine the reasonably foreseeable internal and external risks to the security. confidentiality. and integrity of Consume
	1. Criteria for the evaluation and categorization of identified security risks or threats ACI faces; 
	11. Criteria for the assessment of the confidentiality, integrity. and aYailability of ACI's information systems that contains Consumer Infonnation or that is connected to a system that contains Consumer Information and including the adequacy of the existing controls in the context of the identified risks or threats ACI faces; and 
	111. Requirements describing how identified risks will be mitigated or accepted based on the risk assessment and how the Information Security Program will address the risks. 
	c. Design and implement safeguards to control the risks ACI identities through the risk assessment. including: 
	1. Maintaining at all times and periodically reviewing access controls, including 
	technical and. as appropriate, physical controls to ( 1) authenticate and permit access only to authorized users to protect against the unauthorized acquisition of Consumer Information and (2) limit authorized users· access only to Consumer Infomiation that they need to perform their duties and functions, or in tlie case of Consumers, to access their own infonnation; 
	11. Identifying and managing the data. personnel. devices. systems. and facilities that enable ACI to achieve business purposes in accordance with its relative importance to business o~jectives and .--\Cl's 1isk srrategy: 
	111. Protecting though encryption all Consumer Information held or transmitted by ACI both in transit over external net\vorks and at rest. To the extent ACI determines that encryption of Consumer Information, either in transit over external networks or at rest. is infeasible. ACI may instead secure such Consumer Information using effective alternative compensating controls reviewed and approved by ACI's 1espousible Qualified Individual: 
	1v. Maintaining at all times secure development practices for in-house developed applications utilized by ACI for transmining. accessing, or storing Consumer Information and procedures for evaluating. assessing. or testing the security of externally developed applications ACI utilizes to transmit, access, or store Consumer Information; 
	v. Maintaining at all times multi-factor authentication for any individual accessing Consumer lnfonuation on ACI's systems, m1less ACI's Qualified Individual has approved in writing the use ofreasonably equivalent or more secure access controls; or the individual accesses Customer Information on behalf of a financial institution that is also subject to multi-factor authentication regulations before accessing Consumer Information on ACI's systems. 
	vi. Disposing of Consumer Information in any format no later than two years after the last date the information is used in connection with the provision of a product or service to 1vvhich ir relates. unless such information is necessary for historic payments research. is otherwise required to be retained by law, regulation or mle. or where targeted disposal is not reasonably feasible due to the manner in which the information is maintained. Disposal of Consumer Information must be by means that protect agai
	vu. Maintaining at all times procedures for change management: and v111. Maintaining at all times policies. procedures and controls designed to monitor 
	and log the activity of any authorized users (such as employees. contractors. agents, or other persons that participate in ACI's business operations and is aurhorized to access and use any of ACI's infonnation systems and data) and detect unauth01ized access or use of. or tampering with. Consumer Information by such users. 
	d. Regularly test or otherwise monitor the effectiveness of the safeguards' key controls. systems. and procedures. including rhose to detect achial and attempted attacks on. or intrusions into. ACrs info1matio11 systems. For infonnation systems. monitoring and testing shall include continuous monitoring or periodic penetration testing and vulnerability assessments. Absent effective continuous rno11ito1ing or othe1 systems to detect. on au ongoing basis, changes in ACI' s information systems that may create 
	1. Annual penetration testing ofACI's infonnation systems detennined each given year based on relevant identified risks in accordance with the risk assessment; and 
	ii. 
	ii. 
	ii. 
	Vulnerability assessments, including any systemic scans or reviews of ACI's information systems reasonably designed to identify publicly known security vulnerabilities in ACI's infonnation systems based on the risk assessment. at leasr every six months: and wbeneYer there are material changes to . .\.Cl's operations or business atTangements: and whenever there are circumstances ACI knows or has reason to know may have a material impact on its infomiation security program. 

	e. 
	e. 
	Maintain at all times policies and procedures to ensure that ACI is able to comply with the Information Security Program by: 


	1. Providing relevant personnel with security awareness training that is updated as necessary r.o reflect risks identified by the risk assessment; 
	u. Utilizing qualified information security personnel employed by AC!, an affiliate ofACL or a Third-Party Vendor of..\CI sufficient to nunrnge ACI's information security risks and to perform or oversee the Information Security Program; 
	111. Providing information security personnel with security updates and training sufficient to address releYant security risks; and 
	1v . Verifying that key infonnation security personnel take steps to maintain current knowledge of changing infonnation security threats and countermeasures. 
	f. Oversee Third-Party Vendors, by: 
	1. Taking reasonable steps to select and retain Third-Party Vendors that are capable 
	of maintaining appropriate safeguards to ensure at a minimum the confidentiality. integrity, and availability of the Consumer Information at issue; 
	11. Requiring .-\CTs Third-Party Vendors by contract to implement and maintain such safeguards; and 
	111. Periodically assessing _-\('I's Third-Party Vendors based on the risk they present and the continued adequacy of their safeguards. 
	g. 
	g. 
	g. 
	Evaluate and adjust A.Cl's Information Security Program in light of the results of the testing aud monitoring required herein; any material changes to ACTs operations or business arrangements: the results of risk assessments perfonned under the requirements described herein; or any other circumstances that ACI knows or has reason to know may have a material impact on ACI's II~fonnation Security Program. 

	h. 
	h. 
	Maintain at all times a written Security Event response plan designed to promptly respond to. and recover from. any event resulting in unauthorized access to, or disrnption or misuse of. an information system or Consumer Information stored on such infom1ation system. or Consumer Information held in physical form materially affecting the confidentiality. integrity. or av<1ilability of Consumer Information in AC'I's control. Such Security Event response plan shall address the following areas: 


	1. The goals of the Security Event response plan; 
	11. The internal processes for responding to the event; 
	Table
	TR
	111. 
	The definition of clear roles, responsibilities and levels of decision-making 

	auth01ity; 
	auth01ity; 

	TR
	1v. 
	External and internal communications and information sharing; 

	TR
	v. 
	Identification of requirements for the remediation of any identified vveaknesses 


	in infonnation systems and associated controls: 
	vi. Documentation and reporting regarding the event and related Security Event response activities; and 
	vu. The evaluation and revision as necessary of the Security Event response plan following such event. 
	i. Require ACI's Qualified Individual to repo11 in \Vriting, at least annually, to ACI Corp.'s Board ofDirectors. The repo11 shall include the following infonnation: 
	1. The overall stah1s of the Infonnation Security Program and _-\Cl's compliance 
	with the Information Security Program; and 
	ii. Material matters related to the Information Security Program. addressing issues such as risk assessment. risk management and control decisions, Third-Party Vendor arrangements. results of testing. confinned Security Events and management's responses thereto, and recommendations for changes in the Information Security Program. 
	J. Establish a written plan addressing business continuity and disaster recovery. 
	13. 
	13. 
	13. 
	C,,·bersecwHy S1raregy and Frm11e1rork. As part of the ERJ\1P. ACI shall maintain at all times a cybersecurity strategy and framework tailored to specific cyber risks and appropriately informed by nationaL and industry standards and guidelines. The cybersecurity strategy and framework shall be designed to identify, manage. and reduce cyber risks effectively in an integrated and comprehensive mru1.ner. 

	14. 
	14. 
	The Cybersecurity Program shall be maintained at all times to timely (a) assess the nature, scope. and impact of a Security Event: (b) contain the Security Event and mitigate its impact; ( c) notify internal and external stakeholders as appropriate: and ( d) coordinate joint response activities as needed. As pa11 of the Cybersecurity Program. ACI shall implement Security Event response policies and other controls to facilitate effective Security Event response. Among other things, these controls shall clear


	To ensure operational continuity and recovery in response to a Security Event, ACI shall design the Cybersecurity Program to support recovery through the responsible resumption of operations. \,Vhile allowing for continued remediation, including by (a) eliminating harmful remnants of the Security Event; (b) restoring systems and data to nonnal and confirming nonnal state: (c) identifying and mitigating all vulnerabilities that were exploited: ( d) remediating vulnerabilities to prevent similar events: and (
	Ill AGREE:\IENT ~10'.'IITORING 
	l. Executi,·e Co111111ir,ee. An executive conunittee comprised of representatives of the State Money Transmission Regulators ("Executive Committee") shall serve as the point of contact between ACI and the State .\iloney Transmission Regulators and shall receive reports and communications from ACT The initial member states of the Executive Committee are: the State Money Transmission Regulators of Arkansas. Maryland, Connecticut, Texas, and Washington. The Executive Committee may substitute representation, as
	2. In order to monitor the ER..l\lIP, including the Information Security Program and the Cybersecurity Program, and the specific enhancements thereto as discussed herein, AC! shall provide to the Executive Committee the following docmnentation andJOr information according to the following terms: (1) The ERMP, including the Infonnation Security Program and the Cybersecurity Program. within sixty ( 60) calendar days of the Effective Dare of this Agreement, 
	(2) any material written updates or changes to the ER.J.vIP. including the Infonuation Security Program and the Cybersecurity Program, within thirty (30) calendar days of the conclusion of calendar years 2023. and 2024 and (3) for a period of two (2) years from the Effective Date of this Agreement, any Security Event within thi1ty (30) calendar days of ACl's detennination of that a Security Event has occurred, including: 
	a. 
	a. 
	a. 
	The facts of the incident; 

	b. 
	b. 
	The number ofConsumers impacted. broken down by state; 

	c. 
	c. 
	Amount ofharm experienced by Consumers. broken down by state: 

	d. 
	d. 
	The steps ACI has taken to co1Tect the incident; and 

	e. 
	e. 
	The steps ACI has taken to make Consumers whole. 


	3. 
	3. 
	3. 
	To ensure ACI maintains a comprehensive and adequate TPRJ\11 under the ERMP. including the Information Security and Cybersecurity risk. ACI shall maintain at all times the enhancements made as a result of the internal review of ACI's TPRM program. Additionally, A.CI shall engage a qualified, independent. third-party consultant to validate the implementation ofthe recommended enhancemems, which will be documented in a report covering the methodology utilized to conduct the assessment. the information. docume

	4. 
	4. 
	\Vithin sixty (60) calendar days of the Effective Date. AC! shall submit to the Executive Conunittee a training plan. with calendar. which shall address all required areas of training 


	pertaining to the Information Security Program and the Cybersecurity Program that shall be provided to the relevant employees of ACL employees of ACTs affiliates. and/or employees of any Third-Party Vendor ofACI that should receive such training. Within ninety (90) days of the Effective Date. and annually tl1ereafter for two (2) years. ACI shall also submit to the Executive Committee an annual report. accompanied by a declaration signed by a member of senior management (such as the Chief Compliance Officer)

	IV. ADM:L"'\"ISTR.:\TIYE COSTS A~D PENALTY 
	IV. ADM:L"'\"ISTR.:\TIYE COSTS A~D PENALTY 
	l. .d.dminisrrmive Penalty. That ACI shall pay an Administrative Penalty of to be distributed equally among each Participating State ( each Pa1ticipating State will receive payment of $(the ·'per-state pa}111ent")). AC'I shall pay the total Administrative Penalty amount within twenty (20) calendar days following the receipt ofpayment instructions, by paying each Participating State the per-state payment by the means designated by each State. 
	S9,509,999.84 
	216,136.36 

	2. 
	2. 
	2. 
	Administrative Costs. That ACI shall pay Administrative Costs of to each Participating Srnre rhat also rook pan in rhe investigation or sertlemenr to cover administrative costs associated with the investigation and investigation resolution process, with such costs allocated as follows: Alaska. Sl 5,000: Arkansas. S100.000; Connecticut. $100,000; Kenmcky. S15.000 Illinois SlS.000, Ylaryland $100,000: Michigan. $15.000; New Hampshire, Sl 5.000; and Texas. $100.000; ACI shall pay the Administrative Costs withi
	S490,000.16 
	and ·washington. S15,000.16. 


	3. 
	3. 
	That in the event that AC'I fails to submit any Administrative Penalty or Administrative Costs set fo1th in this Agreement. in the amounts specified herein and in accordance with the applicable deadlines, or ifany transfer of any monetary amount required under this Agreement is voided by a Court Order, including a Bankn.1ptcy Comt Order. ACI agrees not to object to a Pa1ticipating State submitting a claim. nor attempt to defend or defeat such authorized claim. for any unpaid amounts against any surety bond 

	4. 
	4. 
	That a State Money Transmission Regulator may elect to have its allocation of the Administrative Penalty set forth in Paragraph l of this section to be applied towards an authorized 


	alternative tmder the respective Participating State's law. Should a State Money Transmission Regulator elect to apply its allocation of administrative penalties in such an altemative manner, solely for the purpose of ensuring the effective administration of payments pursuant to the terms of this Agreement. that State Money Transmission Regulator shall notify the MMET in writing of such election on or before the Effective Date of this Agreement. 
	Y. E~FORCEVIE~T 
	l. General E11force111e111 Aurl,orir:i·: That the terms of t11is Agreement shall be enforced in accordance with the provisions. terms and authorities provided in this Agreement and under the respective laws and regulations of each Participating State. 
	2. 
	2. 
	2. 
	No Resrricrio11 on Erisring Exm11il1ario11 a11d J11vesrigarive Aur/Jorir_r. That this Agreement shall in no way preclude any State Money Transmission Regulator from exercising its examination or investigative authority authorized under the laws of the co1Tesponding Paiticipating State in the instance a determination is made wherein AC'I is found not to be adhering to the requirements of the Agreement. or invoh-ing any unrelated matter not subject to the terms of this Agreement. The Parties agree that the fa

	3. 
	3. 
	Shnriug ofl11fon11atio11 a11d C'oopera1io11. That the State Money Transmission Regulators may collectively or individually request and receive any infonnation or documents in the possession of the Executive Committee or the Ml\11ET. This Agreement shalt not limit .'-\Cl's obligations. as a licensee of the State Money Transmission Regulators. to cooperate with any examination or investigation, including but not limited to, any obligation to timely provide requested information or documents to any State Money


	VI. GE~ERI\L PROVISIONS 
	1. 
	1. 
	1. 
	EjfecTive Date. That this Agreement shall become effective upon execution by all of the State Money Transmission Regulators for the Participating States and when posted on the )l"MLS (the ''Effective Date"'). 

	2. 
	2. 
	Public Record. That this Agreement shall become public upon the Effective Date. 

	3. 
	3. 
	Binding :Vat11re. Thar the terms of this Agreement shall be legally binding upon ACI and its successors and assigns as long as the relevant ACI entity is engaged in licensed activiry. The provisions of this Agreement shall remain effective and enforceable except to the extent that, and until such time as. any provisions of this Agreement shall have been modified. terminated. suspended, or set aside. in writing by mutual agreement of the State Money Transmission Regulators collectiYely and ACI or ACI ceases 

	4. 
	4. 
	Standing aud Choice ofLaw. That each State Money Transmission Regulator bas standing to enforce this Agreement in the judicial or administrative process otherwise authorized under the laws and regulations of the corresponding Participating State. Upon entry, this Agreement shall be deemed a final order of each respective State Money Transmission Regulator unless adoption ofa subsequent order is necessary under the laws of the corresponding Participating State. In the event of any disagreement between any St

	5. 
	5. 
	rldop1io11 of S11bseque111 Orders to l11co,pomte Ter111s. That a State Money Transmission Regulator. if deemed necessary under the laws and regulations of the corresponding Pa11icipating State, may issue a separate administrative order to adopt and incorporate the terms and conditions ofthis Agreement. In the event a subsequent order amends. alters. or otherwise changes the tenns of the Agreement. the terms of the Agreement. as set forth herein. will control. 

	6. 
	6. 
	Privilege. That this Agreement shall not constinite a waiver ofany applicable attorney-client 


	or work product privilege. examination privilege. confidentiality, or any other protection applicable to any negotiations relative to tl1is Agreement. 
	7. 
	7. 
	7. 
	Titles. That the titles used to identify the paragraphs of this Agreement are for the convenience ofreference only and do not control the interpretation of this Agreement. 

	8. 
	8. 
	Finr,1 .-1gree111e11t. That this Agreement is the final written expression and the complete and exclusive statement of all the agreements, conditions. promises. representations. and covenants between the Parties with respect to the subject matter hereat and supersedes all prior or contemporaneous agreements, negotiations. representations. understandings. and discussions 


	between and among the Parties, their respective representatives. and any other person or entity, with respect to the subject matter covered herein. excepting therefrom any proceeding or action if such proceeding or action is based upon facts not presently known to a State Money Transmission Regulator. The Pa1ties further acknowledge and agree that nothing contained in this Agreement shall operate to limit a State tvfoney Transmission Regulator's ability to assist any other Local. State or Federal Agency. De
	9. Waiver. That the waiver of any provision of this Agreement shall not operate to waive any other provision set forth herein, and any waiver. amendment and/or change to the terms of this Agreement must be in writing signed by rhe Parries. l 0. E,,force111em; No Private Right of Acrion Creared. An enforcement action under this Agreement may be brought solely by the State Money Transmitter Regulators. No provision of this Agreement shall be constrned as providing a prirnte right of action to enforce the term
	11. 
	11. 
	11. 
	Cosrs. That except as otherwise agreed to in this Agreement, each pany to this Agreement will bear its own costs and attorneys ' fees associated with this enforcement action. 

	12. 
	12. 
	Notices. That any notice to ACI and;or the State Money Transmission Regulators required or contemplated by this Agreement shall be delivered, if not otherwise described herein. by electronic copy to ACI through the "Prima1y Company Contact'' for A.CI Paymenrs listed in the :\'ationwide Multistate Licensing System (NMLS ), or sin1ilar contact system, and to the State Money Transmission Regulators by direct written notification. 

	13. 
	13. 
	Co11merpans. That this Agreement may be executed in separate counterparts, by facsimile or by PDF. A copy ofthe signed Agreement will be giYen the same effect as the originally signed Agreement. 

	14. 
	14. 
	That nothing in this Agreement shall relieve ACI ofits obligation to comply with applicable State and Federal law. 


	It is so ORDER.£D. 
	It is so ORDER.£D. 
	I~ \VIT~ESS \VHEREOF. in consideration of the foregoing, including the recital paragraphs. and with the Patties intending to be legally bound. do hereby execute this Agreement 
	this 16ofOctober, 2023. 
	th 


	ACI 'WORLD\VIDE CORP. 
	ACI 'WORLD\VIDE CORP. 
	lrDocuSlgnrd by: 
	By: 
	-_____---ns ...,,..~~s
	S-cot.r Belue-----r-~ President 


	ACI PAY\IE~TS, I~C. 
	ACI PAY\IE~TS, I~C. 
	1

	Figure
	By: 
	Benjamin W. Mitchell 
	President and Secretary 

	Alabama Securities Commission 
	Alabama Securities Commission 
	Figure
	By: Name: Title: Date: 
	By: Name: Title: Date: 
	Amanda senn 

	Di rector 10/ 4/ 2023 

	Alaska Division of Banking & Securities 
	Alaska Division of Banking & Securities 
	~ 7;;~,S~iJl 
	L!:'.04•7E~21C8499 
	By: ______ Robert H, Schmidt
	Name: 
	Director , AK Div. of Banki ng &Securit
	Title: 10/ 4/ 2023
	Date: 
	Arizona Department of Insurance and Financial Institutions 

	~~~;1~~~~1~~
	~~~;1~~~~1~~
	By:______ 
	Barbara o. Richardson
	Name: ________ 
	Title: __c_a_b_i_ne_t_ E_x_ec_u_t:i ve officer 10/ 3/ 2023 
	Date: 
	Arkansas Securities Department 
	Arkansas Securities Department 
	I.Ooc.uStgntd by: 


	~~=.2r~ 
	~~=.2r~ 
	~~=.2r~ 
	By: 
	Susannah T. Marshall 
	Name: ________ 
	Securi ties Commissioner
	Title: Date: 10/ 5/ 2023 
	California Department of Financial Protection and Innovation 
	Figure
	Name: _ ~_,a_r_y_A_n_n_s_m_it_h_ 
	Deputy Commissioner
	Title: 10/ 3/ 2023 
	Date: 
	Connecticut Department of Banking 
	B~ ___G_~-~-~_:_£_.:_~_ 
	Jorge L. Perez 
	Name: ________ 
	commissioner

	Title: 10/ 3/ 2023 
	Date: 
	District of Columbia Department of Insurance, Securities and Banking 
	Figure
	Karima M. lvoods
	Karima M. lvoods

	Name: ________ 
	Commissi oner
	Commissi oner

	Title: Date: 10/ 5/ 2023 
	Delaware Office ofthe State Bank Commissioner 
	Sect
	Figure

	By: ______ _ 
	Robert A. Glen
	Robert A. Glen

	Name: 
	state Bank commissioner 
	state Bank commissioner 

	Title: 10/ 5/ 2023 
	Date: 
	Florida Office ofFinancial Regulation 
	!II 
	!II 
	!II 
	~::;:t•'~,

	~ .:E3<}8()~0Bi .t.r,

	By: _______ 
	Russell c. \veigel, III
	Russell c. \veigel, III

	Name: ________ 
	Commissioner
	Commissioner

	Title: 10/ 4/ 2023 
	Date: 
	Georgia Department ofBanking and 
	Finance 
	Sect
	Figure

	By: _____ _ 
	Name: _ K_e_v_i_n_H_a_g_l_e_r__ Titie: __c_o_mm_,_·s_s_i_o_ne_r_ Date: 10/ 6/ 2023 
	Hawaii Division ofFinancial Institutions 
	r-:;OocuS,gned by, 
	r-:;OocuS,gned by, 
	C w?lu,k 

	_ _ _ _ _ o._
	By: ____

	1322AeFA211s• E_ 
	1322AeFA211s• E_ 
	Iris Ikeda 

	Name: 
	Commi ssioner
	Commi ssioner

	Title: 
	10/ 3/ 2023
	10/ 3/ 2023

	Date: 
	Sect
	Figure

	Idaho Department ofFinance Kentucky Department of Financial Institutions

	P~i~s 
	P~i~s 
	P~i~s 
	~;~~:•dt

	o_,,_AAA_2_n_,1""_ao_ 
	By: ____

	Pat ricia R. Perkins
	Name:________ 

	Figure
	Marni Rock Gibson 
	Marni Rock Gibson 

	Name: _ _ ______
	Title: ___o_i _re_c_t_o_r__ Acting Commissioner 
	10/ 5/ 2023 Title: 
	Date: -------10/4/ 2023 
	-

	Date: 
	Illinois Department of Financial and Maine Bureau of Consumer Credit
	Professional Regulation 
	Professional Regulation 
	Professional Regulation 

	Protection 
	Franci sco Menchaca
	Franci sco Menchaca
	Name: _ _______ 

	Figure
	Linda J . Conti Di rector-Div. of Financial Institutions Name:-------
	-

	Title: ________ 
	Title: ________ 

	Superintendent Consumer Credit Prot.
	10/ 6/ 2023 Title: 
	10/ 6/ 2023 Title: 
	Date: 

	-----------10/4/ 2023
	Date: 
	Iowa Division of Banking Maryland Office ofFinancial Regulation 
	r.---bv: 
	r.---bv: 


	L~~c
	L~~c
	L~~c
	By: -----
	-


	Name: __J_e_ff_P_l_a_gg_e_ _ shereefat Bal ogun superintendent of the Iowa Division of ~ru-------
	-

	Figure
	Title: Assi stant Commissioner
	10/ 4/ 2023 Title: 
	Date: Date: 10/ 11/ 2023 
	Kansas Office ofthe State Bank Commissioner Michigan Department of Insurance and 
	0o<uSigM4 by: 
	0o<uSigM4 by: 

	Financial Services
	I, ' 
	I, ' 
	[ ,2C8tl'.X821774'2
	By: ___ ___ 
	Mr. Mike Enzbrenner 
	Name: ________ 

	Figure
	Judith A. weaver 
	Judith A. weaver 

	Name: ___ _____
	Titie: __o_e_p_u_t y_c_o_m_m_i s_s_i oner senior Deput y Di rector
	Title: 
	Date: 10/4/2023 -------Date: 10/ 4/ 202 3 
	-

	Minnesota Depa rtment of Commerce 
	Minnesota Depa rtment of Commerce 
	I.DO<u$'9nt0Dy 
	L~~~~ 
	B
	y: -----­Jacqueline Ol son 
	Name: ________ 
	Title: __A_s_s,_·s_t_a_n_t_c_o_m_mi s si oner 10/ 4/ 2023 
	Date: 
	Mississippi Department of Banking and Consumer Finance 
	, ;:~;~__,._ 9-1::.4 evm 
	L F"M£)E.50iE7&&fE
	By: _____ _ 
	Mrs. Rhoshunda G. Kelly, CEM
	Name: ________ 
	Commissioner 
	Title: _______ 10/4/2023
	Date: 
	Nebraska Department of Banking and Finance 
	~"ilfti:~~
	G
	1 1AMCE-1$9IJ9,lt0 
	By: 
	Kel l y Lammers
	Name: 
	Director
	Title: 10/ 4/ 2023 
	Date: 
	Nevada Financial Institutions Division 
	By:_ __~_s_;_:_!:Z_ i_:_~_ -~ 

	Name: __s_an_d_y_o_'_La_u_g_h_l_in Title: _ __c_o_mm_,_· s_s_i _o_ne_r_ Date: __10_;_9_; 2_0_2_3____ _ 
	New Hampshire Banking Department 
	Figure
	Emelia A.S. Galdi eri
	Emelia A.S. Galdi eri

	Name: ________ 
	Bank Commissioner
	Bank Commissioner

	Title: _______ 10/4/ 2023 
	Date: __________ _ 
	New Je rsey Department of Banking and Insurance 
	Figure
	Just i n Zimmerman
	Just i n Zimmerman

	Name: _ _______ Acting Commissioner
	Title: 10/6/ 2023 
	Date: 
	New Mexico Financial Institutions Division 
	Dow~d oy: 
	Dow~d oy: 
	~ .~ J .. A. 
	[ 
	l.AfEf "OTf:>01=42$ 

	By: 
	Mark sadowsk i 
	Mark sadowsk i 

	Name: 
	Di rect or 
	Di rect or 

	Title: 
	10/ 5/ 2023 
	10/ 5/ 2023 

	Date: 
	New York State Department of Financial Services 
	By: _____ _ 
	Figure

	Adrienne A. Harri s
	Adrienne A. Harri s

	Name: _______ _ 
	Ti tie: ___s_up_e_r_i_n_t _en_d_e_nt 10/5/2023
	Date: 
	North Carolina Office ofthe Commissioner Oregon Division ofFinancial Regulation 
	ofBanks 
	By: _____ _ Name: _K_a_t h_e_r_i_n_e_M_R_ B_o_sken 
	By: _____ _ Name: _K_a_t h_e_r_i_n_e_M_R_ B_o_sken 
	Title: __c_o_m_m_i _ss ,__·o_n_e_r_o_f Banks 10/ 4/ 2023
	Date: 
	North Dakota Department of Financial Institutions 
	By: ______ _ Lise Kr use
	Figure

	Name: _______ Title: __co_m_m_i_s_s_io_n_e_r__ Date: 10/ 4/ 2023 
	Ohio Division of Financial Institutions 
	Name: _ r_n_g_r_i d_w_h_i _t_e__ Deputy superintendent for Banks 
	Title: Date: 10/ 5/ 2023 
	Oklahoma State Banking Depa rtment 

	Figure
	Name: __M_i_c_k _T_h_o_m_p_so_n_ Banking Commi ssioner
	Title: Date: 10/ 4/ 2023 
	Dorothy Bean
	Dorothy Bean

	Name: ________ Titie: ___ch_i_e_f _o_f_ E_n f_o_rcement 10/ 9/ 2023 
	Date: 
	Pennsylvania Department of Banking and Securities 
	(!:~·;~ff 
	(!:~·;~ff 
	C~JAS1S,Q21._.10
	C~JAS1S,Q21._.10


	By: ______ Name: _T_i_mo_t_h_y_Kn_o_P_P__ 
	Deput y Secret ary
	Deput y Secret ary

	Title: 10/ 3/ 2023 
	Date: 
	Puerto Rico Office of the Commissioner of Financial Institutions 
	Figure
	Natalia I . Zequer ia
	Natalia I . Zequer ia

	Name: ________ Title: __c_om_m_i_s_s_i o_n_e_r_ Date: 10/ 4/ 2023 
	Rhode Island Department of Business Regulation/ Division ofBanking 
	Figure
	Elizabeth Kell eher Dwyer 
	Elizabeth Kell eher Dwyer 

	Name: ________ Title: Superi nt endent of I nsurance Date: 10/ 4/ 2023 
	South Carolina Attorney General Money Services Division 
	South Carolina Attorney General Money Services Division 
	By: ______ 
	Name: ________ Title: _______ Date: 
	South Dakota Division of Banking 


	(;js67ui 
	(;js67ui 
	(;js67ui 
	By: ____ -__a_,.~_ Name: Bret Afdahl Title: __o_i _r _ec_t_o_r___ 10/ 4/ 2023 
	Date: 
	Tennessee Department ofFinancial Institutions 
	Figure
	Name: _ M_r_._Gr_e_g_G_o_nz_a_l_e s Title: __c_o_m_m_i _s s,_ _·o_n_e_r _ 10/ 5/ 2023 

	Date: Texas Department of Banking 
	Name: Titie: _ _Ba_n_k_i_n_g_c_o_m_m_i_ss; oner 10/ 4/ 2023 
	Date: 
	Date: 
	Utah Department of Financial Institutions 

	lnOo<.slgntdby 
	lnOo<.slgntdby 

	By: ----0-~____ :f"_k
	~ 12 e P_ 
	~ 12 e P_ 
	Darryle P. Rude

	Name: Title: __c_om_m_i_s_s_i_on_e_r_ 
	10/ 6/ 2023 
	10/ 6/ 2023 

	Date: 
	Vermont Department of Financial Regulation 
	Figure
	Name: Kevin Gaffney 
	Title: commissioner 
	Date: 10/ 5/ 2023 
	Virginia State Corporation Commission 
	Bureau ofFinancial Institutions 
	Bureau ofFinancial Institutions 
	0o<uS1g11toor 
	0o<uS1g11toor 
	[

	_ _ _ ___
	By: ___

	roe•F2AE.2£s,,oe 
	roe•F2AE.2£s,,oe 

	Name: __E_._J_o_se_p_h_ F_ac_e_, Jr • 
	Commissioner of Financial Institutio1
	Title: 10/ 12/ 2023 
	Date: 
	Washington State Department of Financial Institutions 
	Figure
	Charles G. Cooper
	Charles G. Cooper


	By: _ _____ 
	Charles E. Clark 
	Charles E. Clark 

	Name: Titie: _ __o_,_·r_e_c_to_r__ Dare: 10/ 6/ 2023 
	--
	-


	South Carolina Attorney General Money Services Division 
	South Carolina Attorney General Money Services Division 
	Figure
	Alan Wilson
	Name: _ _ _ ____ 
	Title: V)c'C(Aill..>~ 06W6tk( 
	Date: Io/(p /'2--7 
	South Dakota Division ofBanking 



	'~a7J;u
	'~a7J;u
	'~a7J;u
	l:~,a
	B
	y: -----Name: Bret Afdahl 
	-

	Title: __D_i r_e_c_to_r_ _ _ 
	10/4/2023
	Date: 
	Tennessee Department ofFinancial Institutions 


	Qr:;~~;t-
	Qr:;~~;t-
	Qr:;~~;t-
	By: _____ _ 
	Name: _ M_r_._G_r_e_g_G_o_n_za_l_es 
	Title: __c_o_mm_i_s_s_io_n_e_r_ 10/5/2023
	Date: 
	Texas Department ofBanking 

	1(U7~-uc,u'
	1(U7~-uc,u'
	1(U7~-uc,u'
	---~-e:m_11E ___
	By: 

	_ex:u<M1 
	Charles G. cooper
	Name: ____ ___ Titie: _ _B_a_n_k_i n_g_co_m_m_i _ssioner 
	10/4/2023
	10/4/2023
	Date: 


	Utah Department ofFinancial Institutions 
	By: __ _ _ _ _ 
	Name: ______ _ 
	Title: _ _ _____ 
	Date: 
	Vermont Department of Financial Regulation 
	Figure
	Nan)e: Kevin Gaffney 
	Titie: __c_om_m_i_ss_,· o__n_er_ 
	10/ 5/2023 
	10/ 5/2023 

	Date: 
	Virginia State Corporation Commission Bureau of Financial Institutions 
	By: ______ Name: _______ 
	Title: Date: 
	-
	-


	Washington State Department ofFinancial Institutions 
	By: ______ Name: _______ T itle: ___ _ ___ 
	Date: 
	West Virginia Division of Financial Institutions 
	West Virginia Division of Financial Institutions 
	l,Oo<vS19Md by


	L fr;,,.. 
	L fr;,,.. 
	___ •___
	By: ___ 

	!&'_ 6£055,'l!-_ 
	Dawn Hol stein
	Name: commissioner IWDFI
	Title: 10/ 5/ 2023 
	0 ate: 








